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Developments in technology have created many opportunities for people to
explore and acquire knowledge. Some use such technology appropriately while
others do not. The latter group consists of those who chose to engage in unlawful
acts or cybercrimes. Among the list of cybercrimes are internet fraud, internet
pornography, unauthorised access to computer data, and internet defamation.
The Malaysian government and other countries have introduced cyber laws
and regulations to control such crimes and prevent them from worsening. In
Malaysia, the first cyber law was introduced in 1997. However, Islamic or
Shari‘ah laws have yet to be issued on cybercrimes. Hence, this paper discusses
cybercrimes from the perspective of Malaysian and Islamic law by analysing
the existing cyber laws, conventional laws, and Shari‘ah statutes. The paper
seeks to determine the position of those offences in the cyber laws and Shari‘ah
statutes (if any), and the relevant punishments under both the laws. Lastly,
the challenges in implementing the Shari‘ah laws in cyber related cases
particularly in Malaysia have also been highlighted.
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Internet technology has transformed almost every aspect of
contemporary life. This is reflected in businesses, education,
healthcare, government policies and services. Internet allows business
operators to communicate, exchange information, and engage with
businesses from different parts of the world. Meanwhile, the
government uses internet technology to enhance its electronic
government or e-government services to the public. Many prefer
internet technology since it provides direct and effective
communication between one person and another with little



limitations. However, some people misuse the internet by committing
unlawful acts and engaging in cybercrimes exist.

This paper discusses how cybercrimes are on the rise in Malaysia
and the need for the Malaysian government and Muslims to be
prepared to resist cyber attacks along with the legal options available
to them. Malaysia has a Muslim majority population and Islam is
the religion of the Federation. Hence, it is significant to study the
position of cyber related cases from the perspectives of Malaysian
and Islamic laws. Apart from that, Muslims in Malaysia need to
prepare themselves for facing the challenges created by internet
technology. This is because implementing Shari‘ah laws in cyber
related cases is not an easy task. Many things need to be done
including reviewing the scope of Shari‘ah statutes on such cases.

In Islam, the most fundamental purpose of the Shari‘ah is the
protection of basic human necessities, i.e. religion, life, progeny,
dignity, mind, and property. These are known as the masalih (interests)
which means human or public good, interest, welfare, and utility.
The protection of these interests is recognised by all jurists who
maintain that any transgression against these interests is considered
unlawful and may be a punishable offence (Zaydan, 1986). This legal
framework highlights how the Shari‘ah is able to cope and deal with
cases arising from any aspect of life.

The cyber world has no limits and boundaries. Therefore, it is
very important to uphold the Shari‘ah as there have been many cases
that involved Muslims in the cyber world. Although Allah (s.w.t)
has laid down punishment for unlawful activities, some Muslims
still have the audacity to commit various illegal activities including
exploiting internet technology for criminal ends. Offences such as
computer fraud, internet defamation, hacking, identity theft, and
many others are among cyber offences which are increasing and
threatening the life of many people. The Norton Cyber Crime Report
2012 disclosed that cyber thieves stole approximately RM331.7bil
worldwide, which is an average of RM 593 per victim (The Star,
2013).

This paper undertakes to identify the types of cyber related cases,
the position of these cases under the Malaysian and Shari‘ah laws

and the challenges in implementing the Shari‘ah laws in cyber related
cases within the Malaysian context.

Computer ethics are sometimes referred to as cyber ethics or internet
ethics. This term has been used by western philosophers to discuss
ethical cases related to the use of computer and computer networks
(Stanford Encyclopaedia of Philosophy). Its importance has been
emphasised by many authors such as Deborah G. Johnson (2009),
M. David Ermann & Michele S. Sharaf (editors) (2002), and Terrell
Ward Bynum & Simon Rogerson (editors) (2003). In the United
States, the Institute of Computer Ethics has laid down the Ten
Commandments of computer ethics, which among others, include
computer users are expected to avoid using computers to steal or to
interfere with other people’s computers. These commandments are
significant in protecting cyber users. Their rights to privacy and
confidentiality can be protected when everyone observes good
computer ethics.

In Malaysia, Cyber Security and Royal Malaysian Police (RMP)
are two important bodies that control and prevent the violation of
computer ethics among cyber users. They refer to the computer ethics
set out by the United States based Institute of Computer Ethics.
Apart from that, preserving confidential information is also one of
the main ethical issues that need to be observed by the computer
users. However, the above commandments or ethical conducts are
not legally binding and there is no punishment for their violation.
Hence, laws are needed in order to control any computer misuses or
abuses in cyber related activities. These laws will help ensure there is
no misuse of computers or internet technology.

Observing good ethics is important in Islam. This is reflected in
Islam’s six articles of faith, which constitute the guiding principles
for Muslims. Among the other important spiritual foundations of
Islam are piety (Taqwa), doing good deeds for the sake of Allah SWT
(Ikhlas), trust in Allah SWT (Tawakkal), steadfastness, patience and
fortitude (Sabr) and thankful to Allah SWT (Shukr. (Husain, 1980).
Furthermore, the Islamic concept of crime and punishment clearly



states that any wrongful act is considered an offence whether it
infringes the rights of the individual or the rights of the public. In
terms of punishment, there are three types of punishments for crimes
in Islam known as hadd or hudud (plural), qisas and diyat, or ta’zir.
Hadd (plural: hudud) is a crime punishable with a fixed punishment
imposed as the right of public, or known as the right of God. Their
punishments are mentioned clearly in the text of the Qur’an and the
Sunnah. The crimes include homicide and causing bodily harm to
others. Since these crimes involve the right of an individual, the victim
has the right to choose whether to demand the infliction of
punishment on the offender or to pardon him. Ta’zir is a crime
punishable with penalties that are discretionary, i.e. it is left to the
discretion of the judge to determine the suitable punishment to be
imposed on the offender. It consists of all kinds of transgression where
no specific and fixed punishment is prescribed (‘Oudah, 2001).

Cyber related cases could be categorised into civil and criminal
cases. Civil cases include breach of online contracts and Internet
defamation. Criminal cases include Internet fraud, Internet
pornography, unauthorised access to computer data (also known
as hacking), and identity theft (sometimes known as phishing, i.e.
luring technique to fish for personal information). These are also
known as cybercrimes or cyber offences. Some of these offences
were originally committed by conventional means but after the
advancement of technology, creative criminals use new tools to
commit cybercrimes.

According to the Sophos Security Threat Report (2013), Malaysia
is the sixth most vulnerable country in the world to cybercrime, in
the form of malware attacks through computers or smartphones.
ExpressVPN reported that old ATM machines are susceptible to
malware attacks and ATM scans are on the rise (ExpressVPN, 2014).
The banks have been warned to upgrade their cash points to prevent
hacking. Nevertheless, in Malaysia 18 ATMS machines were hacked
by a Latin American gang causing loses of RM3.1 million (Prakash,
2014).

Other evidences can be taken from incident statistics released by
the Malaysian Computer Emergency Response Team (MyCert) of
CyberSecurity Malaysia. In 2013, a report showed that the highest
crimes committed were fraud followed by intrusion and malicious
codes. MyCert managed to detect 46,9382 spam emails sent through
the internet (Mycert, 2013). In 2014, it was reported that phishing
continues to increase.

The laws that govern cyber related cases are not confined to cyber
laws. Some cases are governed by conventional laws such as the Penal
Code, Defamation Act 1957, and the Contracts Act 1950, while
others are governed by both conventional laws and cyber laws.
Malaysian cyber laws include the Computer Crimes Act 1987 (CPA)
& Copyright (Amendment) Act 2012, Communication and
Multimedia Act 1998, Digital Signature Act 1997, Optical Discs
Act 2000 (ODA), Telemedicine Act 1997, Communication and
Multimedia Commission Act 1998 (CMCA), Electronic Commerce
Act 2006, Electronic Government Activities Act 2007 (Act 680) and
Personal Data Protection Act 2010. These Acts were enacted to
regulate cases that involved misuse of technologies such as Internet
fraud and Internet pornography. ‘Apart from the Cyber laws, Internet
Users and Internet Service Providers (ISPs) in Malaysia should also
follow the Internet Content Code prepared by the Communications
and Multimedia Commission of Malaysis (www.skmm.gov.my).’
However, there remains almost no specific provision from Shari‘ah
laws on the misuse of Internet technologies. This paper does not
intend to discuss in detail each of the above laws, but focuses on
those cyber related cases regularly occur in Malaysia.

Fraud is a traditional crime committed by conventional means.
However, Internet fraud emerged after the advancement of computers
and other technological devices. It is committed by manipulating
computer data belonging to others in order to dishonestly obtain or



embezzle money or property (Allan & Salter, 1997). Many online
consumers have fallen victim to Internet fraud. This is evidenced
from statistics released by Cyber Security Malaysia in 2014. Although
the statistics showed that the number of cybercrimes in Malaysia
decreased from 15,218 cases in 2011 to 10,636 in 2013 and from
January to July 2014, the number of incidents reported by
CyberSecurity was 4117. The highest reported cybercrime in the first
six month was frauds and scams (phishing, jobs scams and online
shopping fraud) (51% of 4117), followed by technical attacks
(attempts, intrusion, DDoS, Defacement, vulnerability etc.), which
includes malicious code, malware attacks or virus, cyber harassment,
spams and content-related offences (Media release, 2014; The Star,
2013).

In order to protect online consumers, the Malaysian government
introduced the Consumer Protection (Electronic Trade Transactions)
Regulations 2012, which took effect on July 1 2013. These regulations
regulate online businesses in Malaysia and were passed in order to
raise the confidence of consumers to use online methods to buy and
sell their goods or products. Apart from that, relevant legal provisions
were also introduced in 2012 to track and record online transactions,
namely section 114A of the Evidence Act 1950 and Cyber Centre &
Cyber Cafe Rules 2012 (Federal Territory of Kuala Lumpur; Leong,
2013).

In Islam, fraud or deception in any form is considered an offence.
Muslims must be honest and truthful in all situations, and put his/
her faith first. The Prophet (s.a.w) said,

“The signs of a hypocrite are three: Whenever he speaks, he tells a lie.
Whenever he promises, he always breaks his promise. If you trust him, he
proves to be dishonest. If you keep something as a trust with him, he will
not return it” (Muslim, 1987).

The Prophet (s.a.w) also said, “It is not permissible to sell an article
without making everything (about it) clear, nor is it permissible for anyone
who knows (about its defects) to refrain from mentioning them” (Al-
Qardawi, 1988). In another report, the Prophet (s.a.w) advised a

merchant, “Sell the good and the bad separately. He who deceives us is
not of us” (Muslim, 1987).

Since fraud is not a hadd offence, the offender may be liable to
ta’zir punishment. Any suitable punishment can be imposed on the
offender so long as the public interest necessitates it. Sometimes ta’zir
punishment can exceed the hadd punishment and be more severe
than hadd. It depends on the seriousness of the offence or other
circumstances that could affect the degree of punishment. It is
reported that Caliph ‘Umar had once exiled an offender known as
Dubai for fraud to Iraq, whilst some jurists say to Basra (Ibn
Taymiyyah, 1992).

Pornography is any form of media or material that depicts erotic
behaviour (as in pictures or writing) intended to cause sexual
excitement (Merriam-Webster at http://www.merriam-webster.com/
dictionary/pornography). It has significant effects during all stages of
family life. According to Fagan, pornography causes stress, and
increases the risk for developing negative attitudes about the nature
and purpose of human sexuality. For adolescents who view
pornography, their attitudes toward their own sexuality and those of
others changes, and their sexual expectations and behaviour are shaped
accordingly. For adults, pornography has harmful and even destructive
effects on marriage (Fagan, 2010).

Pornography is illegal in Malaysia. Conventional laws such as
the Film Censorship Act 2002, Child Act 2001, and the Penal Code
govern cases of pornography (Iskandar, 2012). Although these are
conventional laws, they are also relevant in cyber or Internet
pornography. For example, section 292 of the Penal Code provides a
penalty on the sale and/or distribution of obscene books etc. This
includes exhibiting obscene material on websites or blogs.

Anyone found guilty under this section shall be punished with
imprisonment for a term, which may extend to three years or a fine,
or both. In 2010, a guard who posted his naked photographs on the
internet to advertise a self-made VCD containing pornographic
pictures of him and another man was sentenced by the Sessions Court



judge to six months for six counts of improper use of network
facilities. He was charged with having the intention to harass others
on five websites on February 2 in 2009. The accused admitted
committing the offence since 2006 but the police only discovered it
in 2009. He was then convicted under section 233(1) (a)(i) of the
Communications and Multimedia Act 1998 (CMA; The Star, 2010).

In Islam, moral virtue (akhlaq) is one of the components of the
Shari‘ah. Any act that contradicts akhlaq is sinful and is considered
an offence. Thus, illicit sexual intercourse out of wedlock (zina) is
considered a very serious offence liable to hadd punishment. It is
not only shameful in itself but opens the road to many evils. Zina is
prohibited including all approaches or temptations to it. The Qur’an
states: “Do not come near zina for it is a shameful deed and an evil,
opening the road (to other evils).” (al-Isra’, 17:32)

Similarly, other sexual related acts such as sodomy and lesbianism
are prohibited in Islam. When Islam prohibits something, it also
closes all the channels and means leading to it. Accordingly, whatever
excites passions, open ways for illicit sexual relations between a man
and a woman, and promotes indecency and obscenity is prohibited.
This includes looking at a member of the opposite sex or even of the
same sex with desire, for the eye is the key to the feeling, and the
look is the messenger of desire, carrying the message of fornication
or other sexual offences. The Qur’an commands the Muslim, male
or female to lower their gaze and to guard their sexual organs:

Say to the believing men that they should lower their gaze and guard their
modesty; that will make for greater purity for them: And Allah is well
acquainted with all that they do. And say to the believing women that
they should lower their gaze and guard their modesty; that they should not
display their beauty and ornaments except what (must ordinarily) appear
thereof; that they should draw their veils over their bosoms and not display
their beauty except to their husbands, their fathers, their sons, their husbands
sons, their brothers or their brothers sons, or their sisters sons, or their women,
or their slaves whom their right hands possess, or male servants free of
physical needs, or small children who have no sense of the shame of sex,

and that they should not strike their feet in order to draw attention to
their hidden ornaments. And O ye believers! Turn ye all together towards
Allah, that ye may attain bliss. (an-Nur, 24: 30-31)

Lowering of the gazes means to ward off one’s gaze from lustfully
looking at another person and not to caress their attractive features
with one’s eyes. Such lustful looks are not merely a danger to chastity
but result from an agitated mind.

It is also an offence when a person looks at the ‘awrah of another
person. The Prophet (s.a.w) prohibited any person from looking at
the ‘awrah of another, whether of the same or the opposite sex, with
or without desire. He said, “A man should not look at the ‘awrah of
another man, nor a woman of a woman, nor should a man go under
one cloth with another man, nor a woman with another woman”
(Muslim, 1987). This prohibition is extended to physical touch with
the hands or with any other parts of the body unnecessarily. The
purpose of prohibiting looking at someone else’s ‘awrah or
pornographic pictures/movies is to protect one’s mind. A healthy
mind will have a healthy body and soul.

From the above, it is clear that internet pornography is not only
against conventional laws but is clearly prohibited in Islamic law
since it facilitates errant sexual behaviour. Such an act is considered
an offence, which can be liable to ta’zir punishment. However, in
Malaysia, there is no Shari‘ah court case where ta’zir punishment has
been applied to violations of internet pornography.

This crime is also known as hacking and any person found to have
committed this offence will be charged under section 4 of the
Computer Crimes Act 1997 (CCA). Many have been arrested and
charged under the CCA 1997 most of them pleaded guilty.
One of the cases is PP v Jose Wilfredo Sosaya Carrasco (Case
Number: 62-06-01/2012) wherein the suspect, Jose Wilfredo
Sosaya Carrasco was charged under s4 (1)(a) of the CCA 1997 with
misusing an ATM card belonging to another person (PP v Jose,
Wilfredo Sosaya, 2012). As a result, he was sentenced to 42 months
imprisonment.



Unlike Malaysia, the crime of unauthorised access to computer
materials, unauthorised modifications of the contents of a computer,
and unauthorised access to a computer service have been discussed
extensively in Singapore. This includes a revision made in 2007 to
the Singapore Computer Misuse Act 1993. The Act is now known
as the Singapore Computer Misuse and Cyber Security Act (Chapter
50A). The relevant sections on unauthorised access and other types
of cybercrimes are mentioned in sections 3 to 7 of the Act (AGC
Singapore, 2015).

There are many decided cases on cybercrimes including Public
Prosecutor v Muhammad Nuzaihan bin Kamal Luddin (SLR, 2000). In
this case the defendant (respondent), a 17 year old student, pleaded
guilty to three charges against him under ss3 (1), 5(1) and 6(1)(a) of
the Computer Misuse Act 1993 (CMA). He was given 30 months’
probation but the prosecution appealed against the ruling stating that
it was an inadequate sentence. The appeal was allowed. In addition,
the government of Singapore also introduced a new bill preventing
cyber stalking and cyber harassment. The bill is known as the Protection
from Harassment Bill 2014. There is no such bill in Malaysia.

Islam aims at establishing its society based on conscience and mutual
trust, not on doubts, suspicions, accusations, and mistrust. This is
mentioned in the following verse of the Qur’an:

O believers! Avoid most of suspicions (so that you will not harbour suspicions
which are forbidden), for in some cases, suspicion is a crime. Do not spy on
each other, nor backbite one another. (al-Hujurat, 49:12)

Meddling into other people’s private affairs and spying on their secrets
is not permitted. Thus spying on the secrets of others including those
hidden or stored inside computers is considered an offence and
punishable by a ta’zir punishment. In order to safeguard people’s
privacy, the Qur’an states:

O believers! Do not enter houses other than your own until you have sought
permission and greeted their inmates. (an-Nur, 24:27)

The Prophet (s.a.w) strictly forbade any person from looking into a
house of another without his permission and absolved the liability

of the residents for any injury they might inflict upon one who peeps
(‘Oudah, 2001). Based on this injunction, it is clear that accessing
the properties of others without their permission is prohibited. Thus,
it is prohibited for any person to view another person’s computer or
its accessories out of curiosity or to look at their contents without
obtaining prior permission from the owner. One must also be aware
of the limits of the given permission. Similarly, a person who makes
unauthorised access to other person’s personal account or uses another
person’s password is committing an offence under Islamic law. This
indicates that Islam emphasises on the rights of an individual where
consent is needed.

This crime refers to an act of making defamatory remarks online.
An example of Internet defamation can be seen from a case involving
a blogger who posted defamatory statements on the Internet in 2011
against Datuk Seri Dr. Rais Yatim, the then Information,
Communication and Culture Minister. The blogger was ordered by
the High Court of Kuala Lumpur to pay RM 300, 000 to Dr. Rais
for the offence. This case shows that when a person has made wrongful
statements against another person and the information was distributed
over the internet, the victim may sue that person and claim for
damages (New Straits Times, 2012).

From reported cases, those found to have committed internet
defamation may be charged under section 233 (1)(a) of the
Communications and Multimedia Act 1998 (CMA). This section
provides punishment for improper use of network facilities or
network services etc. Those found guilty under this section on
conviction are liable to a fine not exceeding RM 50, 000 or
imprisonment for a term not exceeding one year or to both and shall
also be liable to a further fine of RM 1000 for every day during
which the offence is continued after conviction.

In one case, an engineer who posted offensive comments on the
Internet against the Sultan of Perak was successfully charged under
section 233(1)(a) of the CMA and was found guilty of insulting the
Sultan in 2009. He has given the maximum sentence of a RM 50, 000



fine and one year jail for committing the offence (Sharma, 2012). In
another case, a 32-year-old woman was detained for allegedly insulting
the Yang di-Pertuan Agong on Facebook. However, she was released
after police recorded her statement. The woman is being investigated
under Section 4(1) of the Sedition Act 1948 (Hamid, 2013).

As for methods to prevent online sedition, according to Adli
Abdul Wahid, vice-president of national security specialist centre
Cyber Security Malaysia, many social network providers do not have
filters. This means they will not stop anybody from committing such
mistakes in the first place. Instead, more social media network and
telecommunications providers are carrying disclaimers stating they
will not be held responsible for any crime committed via their
network, and will also not hesitate to share evidence with the
authorities (Azizan, 2012).

Incidents related to insulting and humiliation of Islam through
television advertisements are investigated under section 206 (3) of
the Communication and Multimedia Act 1998 (CMA) where it
provides that,

(3) A content applications service provider shall not provide any service
except in accordance with the conditions of the licence granted to that
licensee under this Chapter or the conditions of a class licence to which
such content applications service provider is subject

The above section was cited by the then Deputy Minister of
Information, Communication and Culture, Datuk Joseph Salang
Gandum, who told the Parliament that MCMC had completed
investigations under that section in the case involving Sistem
Televisyen Malaysia Berhad (STMB) or TV3 advertisement for its
controversial Hari Raya advertisement Sinari Lebaran that had
allegedly humiliated and insulted Islam in 2010 (New Straits Times
online, 2010). Pursuant to that, TV3 removed the said advertisement
before Hari Raya Aidilfitri, following objections from several Muslim
groups who complained that it contained elements of Christmas in
it and was degrading to Islam.

In another case, a preacher from Sarawak was alleged to have
insulted Islam and the Prophet Muhammad (s.a.w) in a video on
You Tube, but has yet to be detained over the matter (Bernama, 2010).

In July 2012, Datuk Seri Najib Tun Razak, the Prime Minister
of Malaysia announced that the Sedition Act will be repealed and
replaced with the National Harmony Act (NHA) which aims to find
a mechanism to determine the best balance between ensuring every
citizen’s freedom of expression, and the need to handle the complex
nature of the country’s multi-racial and multi-religious society. He
also announced the amendments made to certain laws such as The
Printing Presses and Publications Act and the Universities and
University Colleges Act and the introduction of the Security Offences
Act (Special Measures) 2012 (Shagal, 2012).

However, as of December 2014, the NHA remains unenforceable
and the Prime Minister mentioned that the Sedition Act 1948 would
be amended and further strengthened. His statement has received
various responses including those from the Malaysian Human Rights
Commission (MHRC) or SUHAKAM where they insist that the
proposed NHA should replace the Sedition Act 1948 (Malaymail
Online, 2014) while the National Unity Consultative Council
(NUCC) urged the Prime Minister to look at the drafted NHA since
the bills have everything needed to enhance national unity, and
condemn racial and religious extremism and incitement. Nevertheless,
the former prime minister Tun Dr Mahathir Mohamad and Muslim
groups claimed that the unity bills namely the Racial and Religious
Hate Crimes Bill, the National Harmony and Reconciliation Bill,
and the National Harmony and Reconciliation Commission Bill
which were drafted and prepared by the NUCC were drafted to
uphold the “liberal-secular” conventions of human rights and drafted
by those who were anti-Malay and anti-Islam (Zachariah, 2015).

Based on the above discussion, there are laws to control seditious
acts and online insults. Islam encourages its followers to observe good
ethics in communication. There are several verses in the Qur’an that
explains this matter. Among the relevant verses are:

Those who reject Our signs, We shall soon cast into the fire; as often as their
skins are roasted through, We shall change them for fresh skins; that they may
taste the penalty; for Allah is Exalted in power, Wise. (an-Nisa, 4:56)



The above verse explains the punishment for those who reject the
signs of Allah SWT while the following verse explains the purpose
of man s creation and the noblest person in the eyes of Allah,

O mankind! We created you from a single (pair) of a male and e female,
and made you into nations and tribes; that ye may know each other (not
ye may despise each other). Verily the most honoured of you in the sight of
Allah is (he who is) the most righteous of you. And Allah has full knowledge
and is well –acquainted (with all things). (al-Hujurat, 49: 13)

A Muslim is prohibited to belittle others, to tarnish their honour, and to
demean their achievements. Another awful habit, which must be avoided
by any member of the community, is gossiping and spreading rumours that
will lead to conflict among people, sour their relationship, or increase enmity
between them. The Prophet (s.a.w) said, “The most evil among Allah slaves
are those who go about spreading gossip dividing those who love each other
and desiring to defame those who are innocent” (al-Qardawi, 1988).

A most serious attack on personal honour is that of accusing a person
of committing adultery or zina. Such an accusation not only damages
the victim’s reputation and that of his family, but destroys his future
and broadcasts scandals within the society. This is why the Prophet
(s.a.w) listed it among the seven gravest sins and the Qur’ān prescribes
a hadd punishment for the offender as in the following verse:

And for those who launch a charge against chaste women, and produce
not four witnesses (to support their allegations, flog them with eighty stripes;
and reject their evidence ever after: and for such men are wicked
transgressors. (an-Nur, 24: 4)

False accusation of zina (or known as qazaf) is one of the hudud
offences. It is a serious offence which is liable to severe punishment
in order to protect the dignity of a person. If it is not protected, it
can lead to public disorder of the community.

The Shari‘ah also prohibits acts that are injurious to the
brotherhood and sanctity of human beings such as mocking, deriding,
and scoffing at others. The Qur’an says:

O believers! Let not some men among you deride others, who may perhaps
be better than they. Nor let some women mock others, who may perhaps be
better than they are. Do not defame one another, nor call one another by
offensives nicknames. (al-Hujurat, 49:11)

There is a provision stating that those who insult Islam may be subjected
to section 7 of the Syariah Criminal Offences (Federal Territories) Act
1997 and if proven guilty they shall on conviction be liable to a fine
not exceeding RM 3, 000 or to imprisonment for a term not exceeding
two years or to both. Section 41 of the Act also has a provision on the
offence of qazaf that is punishable with a fine not exceeding RM 5,
000 or imprisonment for a term not exceeding three years or both.

This is an act of stealing property or money online. It is committed
mainly in banking transactions. The identity of the person who
committed this act is unknown and difficult to trace. The statistics
of the Royal Malaysian Police recorded that the highest reported case
in 2010 was crimes related to misuse of ATM and the highest loss
amounting to RM 20, 786,906.62 was caused by syndicate activities
on banking. These activities may involve matters such as illegal money
transfer or money laundering. These matters are regulated by the
AMLA was repealed and the new Act is known as ‘Financial Services
Act 2013 (FSA) & Islamic Financial Services Act 2013 (ISFA)’. FSA
and IFSA Acts came into force on 30 June 2013. The FSA repealed
the previous laws namely, Banking and Financial Institutions Act
1989 (BAFIA), Insurance Act 1996 (but certain sections remain in
force and effect by virtue of section 275 of FSA), Payment Systems
Act 2003 and Exchange Control Act 1953. While IFSA repealed the
Islamic Banking Act 1983 and Takaful Act 1984. Both Acts are two
pieces of legislations which are meant to regulate and supervise the
financial system in Malaysia.’

The security of life and property of a person is guaranteed in Islam.
A person cannot take the property of another without his consent.
This is clearly stated in the Qur’anic verse, “Do not eat up your property
among yourselves falsely, except that it be trading by your mutual consent.”
(al-Nisa’, 4:29).

Dishonestly taking the property of another can be considered
theft. Theft in whatever form is prohibited in Islamic law. It is



considered a serious offence that can be liable to hadd punishment
based on provisions in the Qur’ân: “As to the thief, male or female, cut
off his or her hands: a punishment by way of example from Allah for
their crime: and Allah is exalted in power, full of wisdom.” (al-Maidah,
5:38).

Theft or in Arabic sariqah technically means to take away the
property of another secretly without his knowledge and consent, the
value of which is equal to or exceeds the prescribed amount (nisab),
at a time when such property is in custody (hirz), with the intention
to deprive the owner permanently of possession. When all the
elements and conditions of theft are fulfilled, the offender may be
liable to hadd punishment (Anwarullah, 1997). Sariqah is a crime
that violates the rights of an individual. However, when it involves a
lot of money or properties, which affects the economy and politics
of a country, then it is considered a violation of the rights of Allah
(s.w.t) as the public at large is the aggrieved party.

Another kind of theft is that liable to ta’zir punishment, i.e. an
act of taking away the property of another person openly without
consent of that person. This is known as al-ikhtilas (plunder), or al-
ghasb (seizure), or al-nahb (snatch). Theft is also liable to ta’zir if its
elements or conditions are not fulfilled. Similarly, if the crime of
theft cannot be established due to lack of evidence, it is liable to
ta’zir (Anwarullah, 1997).

Therefore, taking benefits of the contents of a computer or
through it without permission is an offence of theft. Taking away
the property of another illegally using the medium of computer is
theft that can be liable to hadd punishment whenever its elements
and requirements are fulfilled.

The Malaysian government and NGOs have taken numerous steps
to control the misuse of computers and prevent cyber related offences
from spreading. Such efforts include introducing cyber laws in
addition to the existing Defamation Act 1957 and other relevant
statutes. However, as mentioned earlier statistics from the Cyber

Security Malaysia and the Royal Malaysian Police (RMP) show that
certain cyber offences are increasing and threaten the society,
economy, politics, and security of the country.

Although certain laws have been reviewed and new regulations
introduced, there are still many challenges ahead especially in
implementing the Shari’ah laws in cyber related cases. At present,
most cybercrimes and online contract cases are referred to
conventional laws. Although insulting Islam falls under section 7
of the Syariah Criminal Offences (Federal Territories) Act 1997
(Act 559) it is seldom enforced. In reality, it is very challenging to
decide cyber related cases based on Shari‘ah laws since there are
strict requirements on determining reliability of evidence
derived from online sources including issues such as the number
of witnesses and the burden of proving the intention to commit
crime. One cannot simply be punished if there is uncertainty in
evidence.

Certain cyber laws are not comprehensive and are for certain reasons
not fully implemented. The Computer Crimes Act 1997 for instance,
simply focuses on hacking offences and certain unauthorised acts
whereas cybercrimes are much more diverse. Despite the Penal Code
remaining relevant and applicable to cyber related cases such as
computer fraud, along with the presence of other relevant Acts
including the Defamation Act and Contract Act, the Personal Data
Protection Act 2010(PDPA), and the Electronic Commerce Act 2006,
cybercrimes continue to increase.

Given the role of Islam in regulating Muslim behaviour, it makes
sense in a Muslim majority where Islam is the official religion of the
nation, that the Shari‘ah should be made more relevant to cybercrimes.
In view of the insufficient efforts to apply the Shari‘ah in the cyber
domain, its effectiveness as cyber laws remains debatable. For this
reason, it is hoped that future Shari‘ah statutes will include provisions
on cyber related crimes to protect the sanctity of Islam and the interest
of all Muslims. This should be coupled with ongoing research to
measure the efficacy of such laws and to ensure that they do indeed
serve their intended purposes.
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